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SDN-based Technologies for Moving Target Defense

Namseok Ko (nsko@etri.re.kr)
SDN-based Technologies for Moving Target Defense Network Protection

* Network protection technologies which make systems dynamic and therefore harder to explore and
predict by constantly changing IP addresses of systems (random host mutation or RHM) and/or
routes to the systems (random route mutation or RRM)

* Dynamic decoy network cloning technology (VNC) which work interworking with RRM and RHM

RRM RHM VNC
h (4
RRM/RHM/VNC Integrated Management/Control

Flow Information Analysis &

LVF(Local Virtual Function) Management Extensible Openflow -~ Policy Violation Detection

Concept SDN Controller

Virtual Address > Real Address

Translation
Internet Data Center
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L RRM : Random Route Mutation
R J 3 VNC RHM : Random Host Mutation
e o@| VNC : Virtual Network Cloning
15 _ C OV E-SDN : Extensible SDN
. . oning i . b
Uity Server & Notwork LVF : Local Virtual Function
e e < MTD Concept >

* Network and system protection from network threats including APT for various networks

Serw_ce » Special purpose networks such as banking networks and medical networks,
Offering .
* Enterprise networks, cloud networks
.|+ Decrease attacking probability by constantly changing the route to systems
omperhe (i Forbid backtracking by hiding real IP addresses to systems
O |. SDN-based detecting/blocking/detouring of suspicious traffic
Patents Tl ; ] Patents - . :
(Domesic) Application( O ) / Registration( ) (International) Application( ) / Registration( )
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RRM : Random Route Mutation
RHM : Random Host Mutation
VNC : Virtual Network Cloning
E-SDN : Extensible SDN

LVF : Local Virtual Function

Clonlng
Server & Network
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